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| ABSTRACT

Cloud computing has transformed the delivery of computing services by enabling organisations and individuals to access
storage, applications, processing resources, and infrastructure over networks. Its scalability, flexibility, and cost efficiency have
encouraged adoption across healthcare, education, finance, government, and business. However, the distribution of data and
services across remotely managed infrastructure introduces security and privacy challenges that require specialised protection
strategies. Major concerns include unauthorised access, data breaches, insecure application interfaces, misconfiguration,
account compromise, insider threats, insecure software dependencies, and service disruption. The complexity of cloud
environments increases further when organisations use multiple providers or combine public and private infrastructure. This
paper presents a narrative literature review of cloud computing security, focusing on common threat categories, architectural
vulnerabilities, existing protection mechanisms, and emerging research directions. It examines identity and access
management, encryption, network protection, security monitoring, secure software development, backup strategies, and the
shared-responsibility model. Emerging approaches, including zero-trust architecture, confidential computing, automated cloud-
security management, privacy-enhancing technologies, and artificial intelligence-assisted threat detection, are also discussed.
The review highlights that no single security mechanism can address every cloud risk. Effective protection requires layered
controls, continuous monitoring, secure configuration, tested recovery procedures, and clearly defined responsibilities between
cloud providers and customers. The paper concludes that future cloud security research should prioritise interoperability,
transparent security evaluation, privacy protection, and resilient architectures capable of responding to evolving threats.
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Introduction:-

Cloud computing is a computing model that provides convenient network access to shared resources, including servers,
storage, networks, applications, and processing capabilities. Instead of maintaining all computing infrastructure locally,
organisations can obtain services from cloud providers and adjust their resource usage according to changing requirements.
This model has supported the development of online collaboration, digital commerce, remote education, data analytics, and
modern software applications. The widespread adoption of cloud services has also changed how information systems are
secured. In conventional computing environments, organisations often managed much of their infrastructure within their own
facilities. In cloud environments, resources may be operated by external providers, distributed across different locations, and
accessed through public or private networks. Consequently, security responsibilities are divided between the cloud provider
and the customer according to the service model and contractual arrangement.

Cloud computing introduces several benefits, but its characteristics can create additional security concerns. Shared
infrastructure, remote administration, programmable services, extensive application interfaces, and rapidly changing
configurations can increase the complexity of risk management. A single configuration error or compromised account may
expose sensitive resources if appropriate preventive and monitoring controls are absent. The National Institute of Standards and
Technology (NIST) identifies security and privacy as important considerations when organisations move information and
Copyright: © 2026 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Jana Publication and Research LLP.
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applications to public cloud environments [1]. Its guidance emphasises planning, risk assessment, and the extension of
organisational security practices to cloud-based systems.Cloud security is not limited to protecting stored information. It also
involves securing identities, applications, communication channels, virtualised infrastructure, software dependencies,
administrative operations, and recovery processes. As organisations increasingly adopt multi-cloud and cloud-native
architectures, they must also address differences between provider services and security controls. This paper reviews the main
security challenges associated with cloud computing, explains established protection mechanisms, and discusses emerging
approaches that may improve confidentiality, integrity, availability, and resilience.

Objectives of the Study:-
The main objectives of this review are:-

1. To explain the fundamental concepts and security characteristics of cloud computing.

2. To identify major threats and vulnerabilities affecting cloud-based systems.

3. To examine established methods for protecting cloud infrastructure, applications, and information.
4. To discuss the shared-responsibility model and its implications for security management.

5. To review emerging protection strategies, including zero trust and confidential computing.

6. To identify research opportunities involving automation, privacy, interoperability, and resilience.
Review Methodology:-

This paper uses a narrative literature-review approach. It draws on established cloud-security publications, technical guidance,
and research concerning cloud architecture, access control, data protection, secure software development, and emerging
security technologies. The review uses NIST publications as foundational sources because they discuss cloud-computing
concepts, security risks, and protection considerations. Additional research themes are organised around common threat
categories, defensive mechanisms, operational challenges, and future directions. The paper provides a qualitative synthesis
rather than a systematic review with a documented database search and screening process. No original experiments, cloud
deployments, or empirical measurements were conducted for this paper. Therefore, the discussion does not claim newly
measured security improvements or present fabricated experimental results.

Fundamentals of Cloud Computing Security:-

Definition of Cloud Security:-

Cloud computing security refers to the policies, technologies, processes, and controls used to protect cloud-hosted data,
applications, infrastructure, and services. Its primary goals are to preserve confidentiality, integrity, and availability while
supporting appropriate authentication, accountability, and privacy.

Confidentiality ensures that information is accessible only to authorised users and systems.

Integrity protects information and system configurations against unauthorised or inappropriate modification.

Availability ensures that authorised users can access services and information when required.

Other important objectives include accountability, secure administration, privacy protection, resilience, and compliance with
applicable requirements.

Cloud Service Models:-

Cloud security requirements depend partly on the service model being used:-

Infrastructure as a Service (IaaS): The provider supplies computing infrastructure such as virtual machines, networks, and
storage. Customers generally have substantial responsibility for operating-system configuration, applications, identities, and
workloads, while the provider secures the underlying infrastructure according to the service agreement.

Platform as a Service (PaaS): The provider manages the underlying platform and runtime components, allowing customers to
concentrate on application development and data. Customers must still protect application code, identities, permissions, and
data.

Software as a Service (SaaS): The provider operates a complete application that customers access through a browser or other
interface. Customers remain responsible for matters such as account security, access permissions, data handling, and
appropriate configuration of available controls.

The precise division of responsibility varies by provider, service, and contract. Organisations should verify the responsibilities
associated with each service rather than assume that outsourcing infrastructure transfers every security obligation.

Cloud Deployment Models:-

Cloud systems may be deployed as public, private, community, or hybrid clouds. Each model presents different operational and
security considerations. Public clouds provide services through a provider-managed environment shared across customers.
Private clouds are dedicated to a particular organisation or restricted group. Hybrid environments combine distinct
infrastructures, while community clouds serve organisations with shared requirements. Security decisions should reflect the
sensitivity of the information, operational requirements, regulatory obligations, and the capabilities of the selected
environment. No deployment model is automatically secure without appropriate configuration and governance.
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Major Security Threats in Cloud Computing:-

Data Breaches and Unauthorised Disclosure:-

A data breach occurs when information is accessed, disclosed, or obtained without appropriate authorisation. In cloud
environments, sensitive information may be exposed through excessive permissions, compromised accounts, application
vulnerabilities, or incorrect storage settings. The consequences can include financial losses, operational disruption, privacy
violations, and reputational damage. The potential impact depends on the type of information involved, the extent of exposure,
and the effectiveness of the response. Protection requires data classification, least-privilege access, encryption, monitoring, and
appropriate retention policies. Organisations should also understand where their data are stored and how the provider supports
access control and incident response.

Misconfiguration:-

Cloud services offer extensive configuration options for storage, networking, identities, logging, and application deployment.
Incorrect settings can unintentionally make resources accessible to unauthorised parties or weaken security controls.
Misconfiguration may result from human error, unclear responsibilities, incomplete testing, or changes that are not reviewed.
Complex environments can make it difficult to maintain consistent configurations across accounts and services. Configuration
management, automated policy checks, secure deployment templates, periodic reviews, and monitoring can reduce these risks.
Organisations should also investigate configuration changes and retain sufficient records to understand how security settings
evolved.

Identity and Access Management Failures:-

Cloud services rely heavily on digital identities, including user accounts, service identities, application credentials, and
administrative roles. Weak authentication, excessive permissions, inactive accounts, and poorly managed credentials can create
opportunities for unauthorised access. Identity and access management (IAM) establishes which users and systems may access
particular resources. Effective IAM combines strong authentication, least-privilege permissions, appropriate role design,
periodic access reviews, and prompt removal of unnecessary access. Multi-factor authentication provides an additional layer of
protection beyond passwords. Privileged accounts should receive particular attention because their permissions may extend
across critical infrastructure and sensitive information.

Insecure Application Programming Interfaces:-

Application programming interfaces (APIs) allow applications, cloud services, and automated processes to communicate.
Poorly protected APIs may expose sensitive data or functions through inadequate authentication, incorrect authorisation, weak
input validation, or excessive information disclosure.API security should be incorporated into the software development
lifecycle. Appropriate controls include strong identity verification, resource-level authorisation, input validation, rate limiting,
secure secret management, and centralised logging. Testing should evaluate how APIs behave under both normal and
unexpected conditions. Security requirements must be updated as applications and interfaces evolve.

Insider Threats:-

Insider threats may involve malicious actions or unintentional mistakes by individuals who have legitimate access to an
organisation's systems. These individuals may include employees, contractors, administrators, or other authorised parties.
Cloud environments can make access management more complex when responsibilities are distributed among customers,
providers, and third-party service operators. Risk reduction measures include separation of duties, least-privilege access,
auditable administrative actions, appropriate background and access procedures, and regular reviews of privileged permissions.
Monitoring should respect applicable privacy and employment requirements.

Denial-of-Service and Service Disruption:-

Cloud services may experience interruptions caused by attacks, software failures, network problems, resource exhaustion, or
provider outages. A denial-of-service attack attempts to make a system or service unavailable to legitimate users. Protection
may involve traffic filtering, rate limiting, provider-supported mitigation services, redundancy, capacity planning, and tested
recovery procedures. Organisations should understand the availability commitments and limitations described in their service
agreements. Availability planning should also consider dependencies on identity providers, DNS services, external APIs, and
other components that may affect access to cloud-hosted applications.

Virtualisation and Multi-Tenancy Risks:-

Cloud providers often use virtualisation and shared infrastructure to serve multiple customers. Strong logical isolation is
essential to ensure that one customer's workloads cannot access another customer's information.Potential risks include
vulnerabilities in virtualisation components, inadequate isolation, and weaknesses in management interfaces. Responsibility for
mitigating these risks is distributed between the provider and the customer according to the architecture and service model.
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Customers should understand the provider's security assurances, use supported configurations, maintain their own workloads
appropriately, and monitor relevant security advisories.

Supply-Chain and Software Dependency Risks:-

Cloud applications commonly rely on third-party libraries, containers, build systems, deployment services, and external APIs.
A vulnerability or compromise within a dependency can affect applications that use it.Secure software development practices
should include dependency management, vulnerability assessment, controlled build processes, code review, and appropriate
verification of software components. Organisations should also evaluate the security implications of third-party integrations. A
software supply-chain approach helps extend security controls beyond the application's own source code to the components and
processes involved in producing and operating it.

Established Protection Strategies:-

Encryption and Key Management:-

Encryption helps protect information against unauthorised disclosure. Cloud environments commonly require protection for
data at rest and data in transit. Some workloads may also benefit from specialised protections during processing. Encryption at
rest protects stored information, while transport encryption helps protect data moving between systems. However, encryption
does not climinate every risk. Data may be exposed through compromised accounts, application vulnerabilities, insecure
endpoints, or inappropriate access permissions. Key management is therefore a critical part of an encryption strategy.
Organisations should control access to keys, establish suitable rotation and recovery procedures, and separate key-management
privileges from ordinary data-access permissions where appropriate. The selected encryption approach should be matched to
the sensitivity of the information and the application's operational requirements.

Multi-Factor Authentication:-

Multi-factor authentication requires users to demonstrate more than one form of identity evidence. Depending on the
implementation, factors may include something the user knows, possesses, or is.

This approach reduces dependence on passwords alone and is particularly important for administrative accounts, remote
access, and sensitive applications. Organisations should also establish recovery procedures, monitor suspicious authentication
events, and protect the processes used to enrol or replace authentication factors.

Least-Privilege Access Control:-

The principle of least privilege limits users and systems to the permissions required for their tasks. It reduces the potential
impact of compromised credentials or mistakes by limiting the resources that an identity can access. Role-based access control
assigns permissions through defined roles, while attribute-based access control evaluates additional attributes and policies.
Both approaches can be useful depending on the complexity of the environment. Access policies should be reviewed as
responsibilities change. Temporary permissions should expire when no longer required, and service identities should receive
only the access needed for their intended operations.

Network Segmentation and Secure Connectivity:-

Network segmentation separates workloads and services into controlled security zones. This can reduce unnecessary
communication and limit the spread of an incident. Cloud network controls may include private network configurations,
security groups, firewall policies, private service endpoints, and controlled connectivity between environments. Rules should
be based on actual application requirements and reviewed periodically. Broad access rules can increase exposure even when
other security mechanisms are in place.

Logging, Monitoring, and Incident Response:-

Security logging records events such as authentication attempts, administrative changes, access to sensitive resources, and
application activity. Monitoring can help identify unusual patterns and support investigation. A useful logging strategy
specifies which events are required, where records are stored, who may access them, and how long they should be retained.
Logs should be protected against unauthorised alteration and correlated across relevant services when feasible. Incident-
response plans should identify responsibilities, escalation procedures, evidence-preservation requirements, and communication
channels. Periodic exercises help determine whether the plans remain practical as cloud architectures change.

Backup and Recovery:-

Backups support recovery from accidental deletion, software failures, ransomware incidents, and other disruptive events.
However, the existence of a backup does not guarantee that recovery will succeed. Organisations should define recovery
objectives, protect backup credentials, limit access to backup systems, and test restoration procedures. Separate or otherwise
appropriately protected backup copies can reduce the risk that a single incident affects both production systems and recovery
data.Recovery planning should also consider dependencies such as encryption keys, identity systems, configuration files, and
application components.
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Secure Software Development:-

Cloud security should be integrated into software development and deployment rather than added only after an application is
released. Security practices may include threat modelling, code review, automated testing, dependency checks, secrets
management, and controlled deployment. Infrastructure-as-code templates should be reviewed and tested because configuration
errors can be replicated across many resources. Automated security checks can identify some problems before deployment,
although their results require appropriate interpretation. A secure development lifecycle helps make security requirements
visible throughout design, implementation, testing, and maintenance.

Emerging Protection Strategies:-

Zero-Trust Architecture:-

Zero trust is a security approach that avoids assuming that a user or system is trustworthy merely because it is inside a
particular network. Access decisions are based on identity, context, policy, and the resource being requested. In cloud
environments, zero-trust principles can support more precise access decisions across users, workloads, applications, and
administrative interfaces. Relevant controls may include continuous evaluation of access conditions, strong identity
verification, device and workload identity, and segmentation. NIST Special Publication 800-207 provides a foundational
discussion of zero-trust architecture [2]. Implementation should be adapted to the organisation's systems and risk requirements
rather than treated as a single product or configuration.

Confidential Computing:-

Confidential computing seeks to protect data while it is being processed by using hardware-supported trusted execution
environments and related mechanisms. Traditional approaches often focus on data at rest and in transit, while confidential
computing addresses selected risks associated with active processing. Potential applications include sensitive analytics,
protected workloads, and certain forms of collaboration between organisations. However, the strength of protection depends on
hardware capabilities, implementation details, attestation mechanisms, and the threat model. Confidential computing does not
eliminate all software, operational, or side-channel risks. It should be considered as one component of a broader security
architecture.

Artificial Intelligence-Assisted Threat Detection:-

Artificial intelligence and machine learning can help analyse large volumes of cloud logs, authentication events, network
records, and configuration information. Such systems may identify unusual patterns and help security teams prioritise
potentially significant events. Their usefulness depends on the quality of input data, the relevance of the training process, and
the way alerts are evaluated. Models may generate false positives or miss unfamiliar attacks, while changing workloads can
make normal behaviour difficult to define.Al-assisted detection should therefore complement conventional controls, threat
intelligence, and human review. Organisations should evaluate model performance, maintain traceable evidence for important
alerts, and avoid treating an automated prediction as proof of an incident.

Automated Cloud Security Posture Management:-

Cloud security posture management involves identifying and evaluating security configurations across cloud resources.
Automated tools can help detect exposed services, excessive permissions, unsupported configurations, and deviations from
organisational policies .Automation can improve consistency in large environments, particularly when resources are created
and removed frequently. However, automated remediation can also disrupt legitimate workloads if policies are incorrect or
context is missing.A responsible approach combines policy-based detection with testing, change control, clear ownership, and
suitable approval procedures for high-impact actions.

Privacy-Enhancing Technologies:-

Privacy-enhancing technologies seek to reduce exposure of sensitive information while allowing legitimate processing or
analysis. Depending on the application, techniques may include data minimisation, tokenisation, differential privacy, secure
multi-party computation, and homomorphic encryption. These approaches have different technical properties and limitations.
Some introduce computational overhead, restrict supported operations, or require careful parameter selection. Their suitability
should be evaluated according to the information being protected, the expected threat model, and the analytical task. Privacy
protection should also include access control, retention policies, governance, and clear accountability.

Dev Sec Ops and Software Supply-Chain Security:-

Dev Sec Ops integrates security practices into development and operational workflows. In cloud-native environments, this may
involve automated testing, controlled build pipelines, dependency analysis, configuration checks, and continuous monitoring.
Software supply-chain security extends these practices to the tools, libraries, images, and processes used to create and deploy
applications. NIST publications on cloud-native security and software supply-chain integration provide useful foundations for
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this area [3]. Effective implementation requires consistent ownership of security findings and a process for prioritising and
correcting vulnerabilities.

Security Challenges in Multi-Cloud Environments:-

Multi-cloud architectures use services from more than one cloud provider. Organisations may adopt this approach to meet
technical requirements, support geographic operations, or reduce dependence on a single provider. However, different
providers may use different identity models, logging systems, configuration formats, security services, and administrative
workflows. This can make it difficult to enforce consistent policies across the environment. A recent NIST draft on multi-cloud
architecture challenges identifies issues involving differences between provider services, centralised security management,
identity and access management, telemetry, configuration management, data protection, and compliance [4].

Identity Federation:-

Identity federation can allow users to access multiple services through coordinated identity systems. Although it can improve
administrative consistency, errors in trust relationships or permission mapping may create excessive access. Organisations
should document trust relationships, restrict privileged access, and test how access decisions behave across provider
boundaries.

Centralised Monitoring:-

Centralised monitoring can help security teams correlate events from different environments. However, differences in event
formats, retention settings, and available telemetry can create gaps.A monitoring architecture should define minimum logging
requirements, normalise important event fields where possible, and identify sources that cannot provide the necessary
information.

Consistent Policy Enforcement:-

Security policies may be expressed differently across cloud platforms. A control that exists in one provider may have no direct
equivalent in another. Organisations should define security objectives independently of provider-specific implementation
details, then map those objectives to the available controls. Regular assessments can identify differences that require additional
safeguards.

Cloud Security Governance and Risk Management:-
Technical controls are most effective when supported by clear governance and accountability. Cloud security governance
establishes how security requirements are defined, implemented, reviewed, and maintained.

Shared Responsibility:-

Cloud providers and customers have different responsibilities depending on the service model. Providers generally protect the
infrastructure they operate, while customers retain responsibility for many aspects of identity management, data handling,
application security, and configuration. A shared-responsibility model should be documented for each service. Organisations
should avoid assuming that provider certifications or contractual commitments automatically cover every aspect of their own
deployment.

Risk Assessment:-

Risk assessment identifies assets, threats, vulnerabilities, potential consequences, and appropriate controls. In cloud
environments, the assessment should consider data sensitivity, external dependencies, service availability, administrative
access, and provider-specific risks. Risk assessments should be revisited when workloads, service configurations, or business
requirements change.

Compliance and Privacy:-

Organisations may be subject to legal, regulatory, contractual, and industry-specific requirements. These can affect data
location, access, retention, incident reporting, and the use of external service providers. Compliance requires more than
collecting certificates. Organisations should evaluate how controls apply to their actual deployment and retain suitable records
to demonstrate that relevant obligations are addressed.

Security Awareness and Training:-

Human decisions affect cloud security through account management, configuration, application development, and incident
response. Training should help relevant personnel understand their responsibilities and recognise common sources of risk.Role-
specific training, documented procedures, and regular review can help maintain consistent security practices as cloud
environments evolve.

Future Research Directions:-

Interoperable Security Management:-
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Future research should explore methods for applying consistent security policies across different cloud providers. Standardised
policy descriptions, interoperable identity mechanisms, and common representations of security events may reduce operational
complexity. Research should also examine the limits of portability where providers offer different security capabilities.

Adaptive and Context-Aware Access Control:-

Traditional access rules may not account adequately for changing risk conditions. Future approaches may evaluate identity,
resource sensitivity, device status, application context, and current threat information when making access decisions. Such
approaches require careful handling of false alarms, explainability, and the consequences of denying legitimate access.

Trustworthy Al for Cloud Security:-

Research should improve the reliability and interpretability of Al-assisted security systems. Relevant topics include detection
of unfamiliar attacks, evaluation under changing workloads, reduction of false positives, and protection against manipulated
input data.Al systems should also provide sufficient evidence for analysts to review the basis of significant alerts.

Efficient Confidential Computing:-
Future work may improve the performance, usability, and interoperability of confidential-computing technologies. Research
should examine practical threat models, attestation procedures, hardware dependencies, and methods for integrating these
protections into existing applications.

Privacy-Preserving Cloud Analytics:-

Organisations increasingly need to analyse information while limiting unnecessary disclosure. Future research can investigate
how privacy-enhancing techniques can support useful computation while reducing exposure of sensitive records.Evaluation
should consider privacy guarantees, computational cost, accuracy, and ease of deployment.

Automated Security Validation:-

Automated validation could help organisations continuously test whether cloud configurations satisfy their security
requirements. Research should examine reliable ways to identify policy violations, test remediation procedures, and prevent
automated actions from disrupting essential services.

Resilient Cloud Architectures:-

Cloud security research should continue to address service disruption, dependency failures, recovery readiness, and
coordinated response across multiple environments. Resilience depends on architecture, monitoring, backup protection,
recovery testing, and organisational preparation. Future studies should evaluate not only prevention but also the ability to
detect incidents, limit their effects, and restore critical services.

Discussion:-

Cloud computing security is a multidimensional problem involving technology, organisational processes, external service
relationships, and human decisions. Encryption and access control protect important assets, but they cannot compensate fully
for poor configuration, inadequate monitoring, insecure software, or unclear responsibilities. The threat categories discussed in
this review show why layered security is necessary. Preventive controls can reduce the likelihood of unauthorised access, while
logging and monitoring support detection. Backup and recovery procedures reduce the consequences of disruption, and
incident-response planning helps organisations coordinate their actions when an event occurs.

Emerging approaches provide additional opportunities but also introduce new implementation requirements. Zero-trust
architecture can support more precise access decisions, confidential computing may protect selected processing operations, and
Al-assisted analysis can help organise large volumes of security events. Their benefits depend on the underlying design, threat
model, evaluation methods, and operational context. Multi-cloud environments highlight the importance of interoperability and
centralised governance. Differences between providers can make it difficult to maintain consistent access policies, logging, and
configuration management. Organisations should therefore define common security objectives and assess how effectively those
objectives are implemented across their services. Finally, cloud security should be evaluated continuously. Cloud environments
change as applications are updated, services are added, and permissions evolve. Effective protection requires periodic risk
assessment, monitoring, testing, and adaptation to new threats.

Conclusion:-

Cloud computing provides scalable and flexible access to computing resources, but it also introduces security challenges
involving data protection, identity management, configuration, application interfaces, virtualisation, and service availability.
The use of multiple providers and cloud-native architectures adds further complexity to the implementation of consistent
security controls. This review examined established protection strategies, including encryption, multi-factor authentication,
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least-privilege access, network segmentation, security monitoring, backup and recovery, and secure software development. It
also discussed emerging approaches such as zero-trust architecture, confidential computing, Al-assisted threat detection,
privacy-enhancing technologies, and automated security posture management. No single control can eliminate every cloud-
security risk. Effective protection requires a layered strategy supported by clear responsibilities, continuous assessment, tested
recovery procedures, and appropriate governance. Future research should prioritise interoperable security management,
trustworthy automation, privacy-preserving analytics, and resilient architectures.As cloud computing continues to evolve,
organisations will need to balance innovation and operational flexibility with confidentiality, integrity, availability, privacy,
and accountability. A risk-based and continuously improving security approach is essential for maintaining trust in modern
cloud services.
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